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© This virtual machine is configured with the following software: Windows XP SP2.

BEHAVIORAL SUMMARY

This sample was found to be malware on this virtual machine.

Behavior

Created a file in the Windows folder ﬁle E §

Created or modified files in the Windows system folder eu@%y‘#
Created or modified files %&s*ﬂﬂ%

M g

Modified Windows registries N . =

Spawned new processes

HOST ACTIVITY

REGISTRY ACTIVITY
Registry Key Action
HKCU\Software\MicrosoftiWindows\CurrentVersion\Explorer\Shell Folders\Cache Set
HKLM\SOFTWARE MicrosoftWindows\CurrentVersion\internet Settings\Cache'\Paths\Directory Set
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\internet Settings\Cache\Paths\Paths Set
HKLM\SOFTWARE\MicrosoftiWindows\CurrentVersion\internet Settings\Cache\Paths\path1\CachePath Set
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\internet Settings\Cache\Paths\path2\CachePath Set
HKLM\SOFTWARE \Microsoft\Windows\CurrentVersion\internet Settings\Cache\Paths\path3\CachePath Set
HKLM\SOFTWARE \Microsoft\Windows\CurrentVersion\internet Settings\Cache\Paths\path4\CachePath Set
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\internet Settings\Cache\Paths\path1\CacheLimit Set
HKLM\SOFTWARE MicrosoftWindows\CurrentVersion\internet Settings\Cache'\Paths\path2\Cachelimit Set
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\internet Settings\Cache\Paths\path3\CacheLimit Set
20/ || ©2014, Palo Alto Networks. | Confidential and Proprietary. HKLM\SOFTWAREWicrosoft\Windows\CurrentVersion\internet Settings\Cache\Paths\path4\CacheLimit Set
| | HKCWU\Software\MicrosoftWindows\CurrentVersion\Explorer\Shell Folders\Cookies Set
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FIRST PACKET PROCESSOR MANAGEMENT

session distribution config | reporting
session tracking route update

1.2 TB HIGH-SPEED SWITCH FABRIC

SIGNATURE MATCHING

exploits (IPS) | virus | spyware | CC# | SSN LOG

PROCESSOR
logging
SECURITY PROCESSING storage

App-ID | User-ID | URL match | policy match
app decoding | SSL/IPSec | decompression

HDD
NETWORK PROCESSING RAID
flow control | route lookup | MAC lookup | QoS | NAT
CPU CPU
10-core |l 4-core
e oo DATAINTERFACES » o »
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PA-7050

120 Gbps FW/60 Gbps TP
24 million sessions

24 SFP+ (10 Gig)
48 SFP (1 Gig)
72 copper gigabit

|

4

p——— T3

PA-5050/5060

10/20 Gbps FW/
5/10 Gbps threat prevention/
2million/4million sessions
SFP+ (10 Gig), 8 SFP (1 Gig), 12

PA-5020

5 Gbps FW/2 Gbps threat
prevention/1,000,000 sessions

8 SFP, 12 copper gigabit

copper gigabit /
PA-3050 PA-3020
4 Gbps FW/2 Gbps threat 2 Gbps FW/1 Gbps threat
prevention/500,000 sessions prevention/250,000 sessions
k 8 SFP, 12 copper gigabit 8 SFP, 12 copper gigabit /
Bpale LT
PA-500 PA-200
250 Mbps FW/100 Mbps threat 100 Mbps FW/50 Mbps threat
prevention/64,000 sessions prevention/64,000 sessions
k 8 copper gigabit 4 copper gigabit /

29 | ©2014, Palo Alto Networks. Confidential and Proprietary.

1 paloalto



FE AL

Virtual Host 1 || Virtual Host 2 || Virtual Host 3

Virtual Host 1 || Virtual Host 2

Virtual Host 3

(RSN ENGE T & (B3
* FRNAERERE S * BTRESS R * IT WA %
' RERUHE =15% * REEERE ' EREE

* HERAR ' RANAETE ' HE R




RS 2 1) 328 45

VM-Series for VMware .N I el
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Hypervisor
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